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NIST(National Institute of Standards and Technology)
NVD(National Vulnerability Database)
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Common Vulnerabilities and Exposures @\/:;
( _A 6 A ) cve.mitre.org

s 0 411(CVE )

@)

QR =>

CVE 8 '\‘\llm Internet Systems Consortium

Q DOWNLOADS SOFTWARE SOLUTIONS SUPPORT COMMUNITY STORE ABQ

CVE- 2016 - 1000 ISC BIND 9 Remote packet Denial of Service against Authoritative and Re
CV E_ 20 1 6 - 10000 zjz:emally constructe (:E&?E:égi?%_é?_ﬁ‘exm affecting DNS service.

Document Yersion: Z.

CVE-2016 -100000 posting date: 05 201

Program Impacted: EIND
Yersions affected: 9.6.3, 9.6-ESV-R4, 9.6-ESV-R4-P1, 9.6-ESV-RSb1 9.7.0, 9.7.0-P1, 9.7.0-P2]
CVE- 2016 - 1000000 9.7.2-P2, 9.7.2-P3, 9.7.3, 9.7.3-P1, 9.7.3-P2, 9.7.4b1 9.8.0, 9.8.0-P1, 9.8.0¢

Severity: High

Exploitable: Remotely
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. Common Vulnerability Scoring System
(4 ) CVSS
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Package Remote CVSS VERSION 2.0 RISK (see Risk Matrix Definitions)
andior Exploit £_J T
CVE# Component | Protocol Privilege without Il Base | Access | Access |Authen-|Confiden- Integrity Avail- Versions | Notes
Required | Auth.2 [| Score| Vector | Complexity tication| tiality L ability [ Affected
CVE-2016-0451 Oracle Cracle Maone Yes 10.0 | Metwork Low Mone |[Complete |Complete|Completef 11.2, 1212 | See
GoldenGate | Golden Mota 1
Gate 5
CVE-2016-0452 Cracle Cracle LCVSS 10.0 | Metwark Low Maone [Complete |Complete|Completef 11.2,121.2 | See
GoldenGate | Golden Mote 1
§\[ ]
N
CWE-2016-0450 CVE Mone Yes 5.0 | MNetwork Low Mone Mone Mone Partial+ §11.2, 1212
G
Gate
A K http://lwww.oracle.com/technetwork/topics/security/cpujan2016 -2367955.html

2016 Information -technology Promotion Agency, Japan 20



2016 Information -technology Promotion Agency, Japan 21



Common Weakness Enumeration
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ID ] ID ]
CWE-16 A CWE-189 G 3 &
CWE-20 0 i CWE-200
CWE-22 CWE-255 J o}
CWE-59 s CWE-264 ~ N
CWE-78 oS CWE-287
CWE-79 CWE-310 s &
CWE-89 SQL CWE-352
CWE-94
CWE-119 CWE-362 A
CWE-134 . 5 CWE-399 a s &
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CERT/CC Vulnerability Notes Database
ICS-CERT ADVISORY

Japan Vulnerability Notes (JVN) JVN iPedia
CERT-EU Security Advisories VulDB

National Vulnerability Database (NVD)
Common Vulnerabilities and Exposures (CVE)
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